)
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DAI HOC QUOC GIA TP. HO CHI MINH
TRUONG PAI HQC CONG NGHE THONG TIN

PE CUONG MON HOC

IE105 - NHAP MON BAO PAM VA AN NINH THONG TIN

1. THONG TIN CHUNG (General information)

Tén mén hoc (tiéng Viét):
Tén mén hoc (tiéng Anh):
Ma mon hoc:

Thudc khdi kién thirc:

Khoa, B mén phu trach:

Giang vién bién soan:

Sé tin chi:
Ly thuyét:
Thuc hanh:
Tu hoc:

Mon hoc tién quyét:

Mbobn hoc trudc:

NHAP MON BAO DAM VA AN NINH THONG TIN
Introduction to Information Assurance and Security
IE105

DPai cuong O; Co s6 nhdm nganh O;

Co sé nganh M; Chuyén nganh O0; Tét nghiép O
Khoa Khoa hoc va K¥ thuat thong tin

TS. Nguyén Tan Cam

Email: camnt@uit.edu.vn

03

01

60 tiét

Khong

ITOOS — Nhap mon mang may tinh

2. MO TA MON HQC (Course description)
Moén hoc nay thudc nhém cac mon hoc co sé nganh bat budc d6i véi sinh vién nganh Cong nghé
Thong tin. Mon hoc ndy cung cap céc kién thirc tong quan vé cac khai niém lién quan dén dam bao
va an toan thong tin nhu cac trang thai thong tin, cac yéu cau bao mat thong tin, cic cach dam bao
va an ninh thong tin. Bén canh d6, né ciing cung cap cac kién thirc vé nguyén tic co ban trong viéc
xay dung hé thong cong nghé thong tin an toan.

3. MUC TIEU MON HQC (Course goals)
Sau khi hoan thanh mén hoc nay, sinh vién c6 thé:

Bang 1.
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hiéu

Muc tiéu mon hoc

Chuin dau ra trong
CTbT

GI1 | Hiéu céac khai niém vé ddm bdo va an ninh thong tin

LO 3, LOS5 LOY

G2 | Hiéu mot so ky thuat ma hoa thong tin

LO3,LOS5 LOY

G3 | C6 kha nang phan biét cac ky thuat ma hoa thong tin LO3, LOS
G4 | Biét cach nhan dién va sap xép cic nguy co bao mat cia LO3, LOS
mat doi tuwong thong tin
G4 | Hiéu nhu cdu dam bao va an ninh thong tin LO?2
. CHUAN PAU RA MON HOQC (Course learning outcomes)
Bang 2.
CDbRMH M6 ta CDRMH (Muc tiéu cu thé) Mirc dg giang day
GLI Hiéu cac khai niém vé dam bao va an ninh 1
' thong tin
G2.1 Hiéu mot s6 ky thuat ma hoa thong tin IT
. Hiéu mot s6 ky thuat tin cong cac hé thong IT
. ma hoa thong tin
G3.1 Co kha nang phan biét cac ky thuat ma hoa ITU
. thong tin
Gl Biét cach nhan dién va sip xép cac nguy co ITUu
‘ bao mat cia mot d6i twong thong tin
G C6 kha nang thyc hién mot s6 ky thuat kiém ITU
' thir tinh dam bao va an ninh thong tin
Biét cach liét ké cac yéu cau vé an toan ITU
G5.1 thong tin dap mg nhu cau va muc tiéu ciia
hé théng cong nghé thong tin
Biét cach nhan biét nguy co bao mat lién ITU
G6.1 quan dén chirc nang, cac thanh phan va kién
trac hé théng cong nghé thong tin hién hiru




[Mau PCMH-2016-1]

5. NOI DUNG MON HOQC, KE HOACH GIANG DAY (Course content, lesson plan)

a.

Ly thuyét

Bang 3.

Buoi
hoc (3
tiét)

Noi dung

CDR
MH

Hoat dong day va hoc

Thanh
phan
danh

4

gia

Bubi 1

Gi6i thiéu mon hoc.

Gi6i thiéu dé tai d0 4n mén
hoc

Cac khai niém an toan thong
tin: trang thai thong tin, yéu
ciu bao mat, ky thuat dam bao
an toan thong tin.

Gl, G2

- Day: Trinh bay cic ndi dung
lién quan dén noi dung budi hoc.
Gi6i thiéu cac dé tai d6 4n mon
hoc. T6 chuc thao luan. Piém
danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 an
mon hoc.

A2, A4

Bubi 2

Gioi thiéu céac ky thuat ma hoa
thong tin

G1,G2

- Day: Trinh bay cic ndi dung
lién quan dén noi dung budi hoc.
T6 chirc théo luan. Diém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n
mon hoc.

A2, A4

Budi 3

K§ thuat ma hoa c6 dién

G2, G3

- Day: Trinh bay cic ndi dung
lién quan dén noi dung budi hoc.
T6 chirc théo luan. Diem danh

- Hoc & 16p: Tham gia 16p hoc,
thdo luan cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n
mon hoc.

A2, A4

Bubi 4

Block Cipher va DES (Data
Encryption Standard)

G2, G3

- Day: Trinh bay cic ndi dung
lién quan dén Block Cipher va
DES. T6 chic thdo luan. Diém
danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam do én
mon hoc.

A2, A4
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Budi 5 | Ma hoa khoa cong khai G2, G3 | - Day: Trinh bay cac ndi dung | 42, 44
lién quan dén ma héa khoa cong
khai. T6 chirc thio luan. Diém
danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cic ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n
mon hoc.

Bu6i 6 | Ham bam G2, G3 | - Day: Trinh bay cac ndi dung | 42, 44
lién quan dén ham bam. T6 chirc
thao luan. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n
mon hoc.

Budi 7 | Chit ky s6 G2, G3 | - Day: Trinh bay cac ndi dung | 42, 44
lién quan dén chir ky so. T6 chirc
thao luan. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap, thuc
hién d6 an mén hoc va doc tai
liéu tham khao.

Budi 8 | Quan Iy va phan phdi khoa G2, G3 | - Day: Trinh bay cac noi dung | 42, 44
lién quan dén noi dung budi hoc.
T chtrc thao luan. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam do én
mon hoc.

Budi 9 | Chung thyc ngudi ding G1, G3 |- Day: Trinh bay cac ndi dung | 42, A4
lién quan dén noi dung budi hoc.
T chtrc thao luan. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n

mon hoc.
Budi 10 | Chudi khdi va an ninh théng | G/, G3 | - Day: Trinh bay cac ndi dung | 42, 44
tin lién quan dén ndi dung budi hoc.

T chtrc thao luan. Piém danh
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- Hoc & 16p: Tham gia 16p hoc,
thdo luan cac ndi dung trong
budi hoc
- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam do én
mon hoc.

Bubi 11

Gidi thiéu cac dang tan cong
mang pho bién

Gl, G4

- Day: Trinh bay cic ndi dung
lién quan dén noi dung budi hoc.
T chtrc thao luan. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo luan cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n
mon hoc.

A2, A3,
A4

Buoi 12

Nguy co bao mat ung dung
web va di dong

G4, G5

- Day: Trinh bay cic ndi dung
lién quan dén noi dung budi hoc.
T chtrc thao luan. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n
mon hoc.

A3, A4

Budi 13

Quan ly rui ro an ninh thong
tin

G5, G6

- Day: Trinh bay cic ndi dung
lién quan dén noi dung budi hoc.
T chtrc thao luan. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n
mon hoc.

A3, A4

Buoi 14

Mot so xu thé an ninh thong
tin hién dai.
Bao cao do an mon hoc

GI, G6

- Day: Trinh bay cic ndi dung
lién quan dén noi dung budi hoc.
T chtrc thao luan. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo ludn cac ndi dung trong
budi hoc. Bdo cdo dd 4n mén
hoc.

- Hoc & nha: Lam bai tap va doc
tai liéu tham khao. Lam d6 4n
mon hoc.

A3, A4

Budi 15

On tap
Bao c4do do an mon hoc

Gl, G2,
G3, G4,
G5, G6

- Day: On tap cac chi diém quan
trong ctia mon hoc. Piém danh

- Hoc & 16p: Tham gia 16p hoc,
thdo luan cac ndi dung trong
budi hoc

- Hoc & nha: On tap va doc tai

A3, A4
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| | lidu tham khao. | |

b. Thuc hanh

Bang 4.
Budi Noi dung CbR Hoat dong day va hoc Thanh
hoc (5 MH phén
tiét) danh
gia
Budi 1 | Bai thyc hanh 1: Trién khai cac | G! - Day: Giang vién giao d¢ tai, A3
thuat toan ma hoa cb dién bang giai thich yéu cau cua dé tai va
Python goi y cach thuyc hi¢n. Panh gia
va gop y cho phan thyc hién cua
sinh vién

- Hoc & 16p: Sinh vién thyc hién
cac yéu cau cua dé tai. Bao cdo
két qua.

- Hoc ¢ nha: Sinh vién thuc hién
céc yéu cau cua dé tai

Budi 2 | Baithyc hanh 2: Kiém thiran | G4, G5 |- Day: Giang vién giao dé tai, | 43

ninh thong tin bang tan cong bi giai thich yéu cau cua dé tai va

dong goi y céch thyc hién. Danh giad
va gop y cho phan thyc hién cua
sinh vién

- Hoc & 16p: Sinh vién thyc hién
cac yéu cau cua dé tai. Bao cdo
két qua.

- Hoc ¢ nha: Sinh vién thuc hién
céc yéu cau cua dé tai

Budi 3 | Bai thyc hanh 3: Kiém thran | G4, G5 |- Day: Giang vién giao dé tai,| 43

ninh thong tin bang tan cong giai thich yéu cau cua dé tai va

chu dong goi y cach thuyc hi¢n. Panh gia
va gop y cho phan thyc hién cua
sinh vién

- Hoc & 16p: Sinh vién thyc hién
cac yéu cau cua dé tai. Bao cdo
két qua.

- Hoc ¢ nha: Sinh vién thuc hién
céc yéu cau cua dé tai

Bubdi 4 | Bai thyc hanh 4: Trién khai G6 - Day: Giang vién giao dé tai, A3
giai phap dam bao an ninh giai thich yéu cau cua dé tai va
thong tin goi y cach thuyc hi¢n. Panh gia
va gop y cho phan thyc hién cua
sinh vién

- Hoc & 16p: Sinh vién thyc hién
cac yéu cau cua dé tai. Bao cdo
két qua.

- Hoc & nha: Sinh vién thuc hién
céc yéu ciu cua dé tai

Bubi 5 | Bai thyc hanh 5: Trién khai kj | G6 - Day: Giang vién giao dé tai, | 43
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thuat dam dam an ninh thon tin
hién dai

giai thich yéu cau cua dé tai va
goi y céach thuc hién. Panh gia
va gop y cho phan thyc hién cua
sinh vién

- Hoc & 16p: Sinh vién thyc hién
cac yéu cau cua dé tai. Bao cdo
két qua.

- Hoc ¢ nha: Sinh vién thuc hién
cac yéu cau cua dé tai

6. PANH GIA MON HOQC (Course assessment)
Bang 5.

Thanh phan danh gia CPRMH Ty 18 (%)
Al. Qua trinh (Kiém tra trén 0%
16p, bai tap, dd an, ...)

A2. Gitra ky Gl, G2, G3 20%

A3. Thyc hanh G4, G5, G6 30%

A4. Cudi ky Gl, G2, G3, 50%
G4, G5

a. Rubric ciia thanh phin danh gia A1l

Khong co



b. Rubric ciia thanh phin danh gia A2
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Hiéu cdc khdi Gioi (4d) Kha(3d) TB(2d) Yéu(ld) Kém(0d)
niém vé dim
bdo va an ninh
thong tin
Trinh bay dung | Trinh bay dung | Trinh bay Trinh bay Trinh bay Khong trinh
cdc khai niém tat ca cac khdi | ding 70% dung 50% cac | dung 30% cac | bay dung cac
vé dam bao va niém vé dam cac khdi niém | khai niém vé | khdi niém vé khdi niém vé
an ninh thong bdo va an ninh | vé dam bdo dam bao va dam bao va an | dam bado va
tin thong tin va an ninh an ninh thong | ninh thong tin | an ninh thong
thong tin tin tin
Hiéu cdc thudt Gioi (4d) Kha(3d) TB(2d) Yéu(ld) Kém(0d)
toan ma hoa co
dién
Trinh bay dung | Trinh bay dung | Trinh bay Trinh bay Trinh bay Khong trinh
cdc thudt toan tdt ca cdc dung 70% dung 50% cac | dung 30% cac | bay dung cac
md héa cé dién | thudt toan ma | cdc thudt thudt toan md | thudt toan ma | thudt toan md
héa cé dién toan md hoa | hoa co dién héa cé dién héa cé dién
co dién
Biét cich phin Gidi (4d) Kha(3d) TB(2d) Yéu(ld) Kém(0d)
biét cac thudt
toan md hoa
Co6 kha nang Co6 kha nang Co kha nang | Co kha nang | Co kha nang | Khong trinh
phan bién dwoc | so sanh sy so sanh su trinh bay sy trinh bay sy bay duwoc sy
cdc thudt todn | giong nhau, giong nhau, | giong nhau, giong nhau, giong nhau
ma hoa khdc nhau, wu | khac nhau, khdc nhau, wu | khac nhau cua | va khdc nhau
diém va nhwge | vu diém va diém va cac thudt toan | cua cac thudt

diém va chi ra
duwoc pham vi
ung dung cua
cac thudt toan
md hoa dir liéu

nhwoc diém
cua cdc thudt
toan ma hoa
dir lieu

nhwoc diém
cua cdc thudt
toan ma hoa
dir lieu

ma hoa dir
liéu

toan ma hoa




c. Rubric ciia thanh phan danh gia A3
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Trién khai Gidi (4d) Kha(3d) TB(2d) Yéu(1d) Kém(0d)
dugc cac thudt
todn ma héa cé
dién
Trién khai dwoc | Trién khai Trién khai Trién khai Trién khai Khéng trién
cac thudt toan dwoc tat ca cac | dwoc 70% duoc 50% cac | dwoc 30% cac | khai dwoc
md héa cé dién | thudt toan ma | cac thudt thudt toan md | thudt toan ma | cdc thudt
héa cé dién toan md héa | héa co dién héa cé dién toan ma hoa
co dién co dién
Trién khai Gidi (4d) Kha(3d) TB(2d) Yéu(1d) Kém(0d)
dwoc mét so ky
thudt kiém thiv
an ninh thong
tin
Trién khai dwoc | Trién khai Trién khai Trién khai Trién khai Khéng trién
mot 56 ky thudt | duoc tat ca cac | dwoc 70% duoc 50% cac | dwoc 30% cac | khai dwoc
kiém thir an ky thudt kiém cdc ky thuat | ky thudt kiém | ky thudt kiém cdc ky thudt
ninh thong tin thir an ninh kiém thir an thir an ninh thir an ninh kiém thir an

theo yéu cau
cua mon hoc

thong tin theo
yéu cau cua

ninh thong
tin theo yéu

thong tin theo
yéu cau cua

thong tin theo
yéu cau cua

ninh thong
tin theo yéu

mon hoc cau ciia mén | mén hoc mon hoc cau ctia mon
hoc hoc
Biét cdch trién Gidi (4d) Kha(3d) TB(2d) Yéu(1d) Kém(0d)
khai dwoc mot
ky thudt dam
bdo an ninh
thong tin hién
dai
Biét cach trién | Biét cach trién | Biét cach Biét cdch Biét cdch trién | Khong biét
khai dwoc mot khai duoc mot | trién khai trién khai khai duwoc cach trién
ky thudt dam ky thudt dam duwoc 70% duoc 50% 30% mot ky khai mot ky
bdo an ninh bdo an ninh mot ky thuat | mot ky thudt thudt dam bdo | thudt dam
thong tin hién thong tin hién | dam bao an | dam bdo an an ninh thong | bdao an ninh
dai dai ninh thong ninh thong tin | tin hién dai thong tin hién
tin hién dai hién dai dai




d. Rubric ciia thanh phin danh gia A4
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Hiéu cdc khdi Gioi (4d) Kha(3d) TB(2d) Yéu(ld) Kém(0d)
niém vé dim
bdo va an ninh
thong tin
Trinh bay dung | Trinh bay dung | Trinh bay Trinh bay Trinh bay Khong trinh
cdc khai niém tat ca cac khdi | ding 70% dung 50% cac | dung 30% cac | bay dung cac
vé dam bao va niém vé dam cac khdi niém | khai niém vé | khdi niém vé khdi niém vé
an ninh thong bdo va an ninh | vé dam bdo dam bao va dam bao va an | dam bado va
tin thong tin va an ninh an ninh thong | ninh thong tin | an ninh thong
thong tin tin tin
Hiéu cdc thudt Gioi (4d) Kha(3d) TB(2d) Yéu(ld) Kém(0d)
toan ma hoa co
dién
Trinh bay dung | Trinh bay dung | Trinh bay Trinh bay Trinh bay Khong trinh
cdc thudt toan tdt ca cdc dung 70% dung 50% cac | dung 30% cac | bay dung cac
md héa cé dién | thudt toan ma | cdc thudt thudt toan md | thudt toan ma | thudt toan md
héa cé dién toan md hoa | hoa co dién héa cé dién héa cé dién
co dién
Biét cich phin Gidi (4d) Kha(3d) TB(2d) Yéu(ld) Kém(0d)
biét cac thudt
toan md hoa
Co6 kha nang Co6 kha nang Co kha nang | Co kha nang | Co kha nang | Khong trinh
phan bién dwoc | so sanh sy so sanh su trinh bay sy trinh bay sy bay duwoc sy
cdc thudt todn | giong nhau, giong nhau, | giong nhau, giong nhau, giong nhau
ma hoa khdc nhau, wu | khac nhau, khdc nhau, wu | khac nhau cua | va khdc nhau
diém va nhwge | vu diém va diém va cac thudt toan | cua cac thudt

diém va chi ra | nhwoc diém nhwoc diém md hoa dir todn md hoa
dwoc pham vi | cua cac thudt | cua cac thudt | liéu
ung dung cua | todn ma hoa | toan ma hoa
cac thudt toan | dir liéu dir liéu
md hoa dir liéu
Biét cich trng Gidi (4d) Kha(3d) TB(2d) Yéu(ld) Kém(0d)
dung cac ky
thudt dam bdo
an ninh thong
tin hién dai
Co kha nang Biét cach nhdn | Biét cdch Biét cdch Biét cdch Khong nhan
ung dung cac ky | dién yéu cau nhan dién nhan dién yéu | nhan dién dién duoc
thudt dam bao | an ninh théng | yéu cau an cau an ninh 50% yéu cau | cdc yéu cau

an ninh thong tin va lya chon | ninh thong thong tin an ninh thong | an ninh thong
tin hién dai dung ky thugt | tin va lua tin tin

dam bao an chon gan

ninh thong tin | dung ky thudt

10
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twong ung dam bdo an
ninh thong
tin twong ung

7. QUY PINH CUA MON HOQC (Course requirements and expectations)

* Thoi gian nhan d6 4n: Yéu cau cac nhom sinh vién thanh 1ap nhém, nhan de tai va dang ky
ding thoi gian dé ra. Moi nhom to6i thi€u 2 sinh vién toi da 4 sinh vién.

« Db 4n: Cac dd an cho cac nhom sinh vién dugc dua ra theo yéu ciu cua giang vién hodc
sinh vién chon dé tai tir trude va gap giang vién hudéng dan. Sinh vién can thyc hién day du
yéu cau vé lich 1am viéc va cac yéu cau caa GVHD.

» B4o céo tién d9: Viéc bao cédo tien do s€ dugc thuc hién tuy thude vao lich cua giang vién
hudéng dan, nhém sinh vién can phai trao doi voi gido vién hudng dan tur khi nhan dé tai do
an.

» B4o c4do d6 an: Yéu cau phai c6 méit trong buodi bao cdo. Bado cdo do an phai co slide trinh
bay va ndi dung quyén bao céo theo (tuy theo GVHD yéu cau) dung tiéu chuan quy dinh.

* Sinh vién can trich dan tai liéu tham khao rd rang trong cac ndi dung bao céo.

8. TAILIEU HQC TAP, THAM KHAO

Giao trinh
1. William Stallings (2017). Cryptography and Network Security: Principles and
Practice 7th Edition. Pearson Education.
2. Michael E. Whitman, Herbert J. Mattord (2017), Principles of Information Security 6"
Edition. Cengage Learning

Tai li€éu tham khao
1. Adel Ben Mnaouer, Lamia Chaari Fourati (2021). Enabling Blockchain Technology
for Secure Networking and Communications. IGI Global.
2. Glen D. Singh (2019), Learn Kali Linux 2019. Packt Publishing

9. PHAN MEM HAY CONG CU HO TRQ THU'C HANH

1. Kali Linux, kali.org
2. Dvwa, dvwa.co.uk
Tp.HCM, ngay ...... thang ...... nam ......

Trwéng khoa/b§ mon Giang vién bién soan

(Ky va ghi 13 ho tén) (Ky va ghi r6 ho tén)
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