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NHAP MON BAO PAM VA AN NINH THONG TIN

1. THONG TIN CHUNG (General information)

Tén mon hoc (tiéng Viét): Nhéip mén bao dam va an ninh théng tin

Tén mon hoc (tiéng Anh): Introduction to Information Assurance and Security
Ma moén hoc: IE105

Thudc khéi kién thirc: Dai cuong O; Co sé nhém nganh O;

Co s& nganh M; Chuyén nganh O; Tét nghiép O

Khoa, B6 mon phu trach: Khoa hoc va Ky thuat Thong tin
Giang vién bién soan: ThS. Nguyén Duy
Email: duyn@uit.edu.vn

S6 tin chi: 4

Ly thuyét: 3

Thuc hanh: 1

Tu hoc: 8
Mon hoc tién quyét: Khéng
Mo6n hoc trudc: Nhéap mén mang may tinh

2. MO TA MON HQC (Course description)

Mo6n Nhap mén bao dam va an ninh théng tin gém cac noi dung co ban nhu sau: Tong quan vé
cac nguyén tac an ninh Mang may tinh, xay dung mot t6 chirc an toan, quyen truy cap va kiém
soét truy cap, phuong thire ngan chan viée tan cong hé thong, bao vé chong lai viéc tan cong
Botnet, cac van dé bao vé hé thong mang chong phan mém doc hai, an ninh mang Windows va
Unix / Linux, bao mat mang truyén dan; bao mat mang LAN, mang khong day va mang di

dong.

3. MUC TIEU MON HOQC (Course goals)
Sau khi hoan thanh mén hoc nay, sinh vién c6 thé:

Béang 1.
Muc tiéu mén hoc Chuin dau ra
trong CTDT
C6 kién thirc vé co ban vé an ninh thong tin 1.2.8
Xéc dinh chiric ning, cac thanh phan va kién truc hé thong cong nghé 4.3.2
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thong tin
Mo hinh hoé hé thong va két ndi hé thong 4.3.3
4. CHUAN PAU RA MON HOQC (Course learning outcomes)
Bang 2.
2 Mirc d§
CDRMH M ti CDRMH (Muc tiéu cu thé) NS
giang day
G1(1.281) |CO kién thirc vé ha tang cong ngh¢ thong tin T
G2 (1.285) |CO kién thirc vé an toan thong tin T
G3 (4.3.2.1) Biét cich xac dinh vai tro ciia cac thiét bi trong hé thong I
G4 (43.2.2) Biét cach xac dinh nguyén ly hoat dong ctia hé thong I
G5 (4.3.3.2) Su can d6i giita cac muc tiéu, chirc nang, nguyén ly va cau U
T trac khac nhau cua hé thong
G6 (4.3.3.3) Biét cac 1én ké hoach quan ly h¢ thong U

5. NOI DUNG MON HQC, KE HOACH GIANG DAY (Course content, lesson plan)

a. Ly thuyét

Bang 3.
Buoi N cpr | Hoatdong | b phin
hoc Noi dung MH day va hoc dénh gia
(30 tiét)
Buoi Chuwong 1: Tong quan vé an toan théng | G1, G2 | Day: GV | Al, Ad
1,2 ) tin thuvét ois
(6 tiét) 1. An toan thong tin 1a gi? uyet slang
2. Nhiing tac nhan anh huong dén Hoc & lop:
thong tin Trao doi
3. Qui trinh xay dung ATTT trong
doanh nghiép nhitng  van
4. X[_I(_)_lr 9ruan hé gitra cac khai niém i chua
5. Phén loai kiém soat hoac chua
6. Phan loai dir liéu ‘ hidu  tron
7. MO0 hinh phong thu theo chiéu sau £
8. Khuon kho an ninh (security budi hoc
framework) Hoc & nha:
9. Quan ly rui ro (risk management) Tham khio
slide va
nguodn
internet.
Buoi Chuong 2: C4c ki thuit tan cong co bian | G2 Day: GV
3,4 1. Eavesdropping (Nghe 1én) )
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(6 tiét) 2. Data Modification (Thay doi dir thuyét giang
li¢u) Hoc & l6p:
3.1dentity Spoofing (Giad mao danh : p
tinh) Trao doi
4.Password-Based Attacks ahitne  vn
5. Denial-of-Service Attack (tan cong ‘ &
tur choi dich vu) dé chua ro
6. Malicious Software <
hodac chua
hiéu  trong
budi hoc
Hoc ¢ nha:
Tham khao
slide va
ngudn
internet.
Buoi 5 | Chwong 3: Mi hoa doi xirng G2 Day: GV |AL A4
(3 tiet) 1. Gi61 thiéu vé€ mat ma hoc thuvét eidn
2. Lich str cia mat ma Whocq yet glang
3. Giai thuat ma hoé co6 dién Hoc & lop:
4. Giai thuat ma hoélhién dai Trao 4di
5. Pha ma mdt hé thong mat ma ,
nhitng van
dé chua 1o
hoac  chua
hiéu trong
bubi hoc
Hoc & nha:
Poc sach 1,
chuong 2.
Buoi Chuwong 4. Ma hoa bat doi xirng G2 Day: GV
6,7 1. S6 nguyén td L ..
(6 tiét) 2. Hé ma hoa khoa cong khai thuyét giang

3.

Noob

Giao thtc trao ddi khoa Diffie-
Hellman

RSA

Quan ly khoa

Ham bam

Chir ki dién tur

Hoc & l6p:
Trao doi
nhitng  van
dé chua 16
hoac chua
hiéu trong
budi hoc

Hoc ¢ nha:
Poc sach 1,
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chuong 2.
Budi8 | Chwong 5: Tuéng lira G3, Day: GV | Al A4
(3 tict) 1. Tuong ltra la gi? G4, G6 thuvét eian
2. Phan loai tuong lira? yet glang
3. Tinh nang cua tuong Itra thé hé Hoc & lop:
moi? 2 Trao doi
4. MO0 hinh trién khai tuong Itra
nhitng van
dé chua 1o
hodc chua
hiéu trong
budi hoc
Hoc & nha:
Poc sach 2
Bu6i,9 Chuong 6: Proxy G3, Day: Thuyét | Al, Ad
(3 tict) 1. Proxy Server la gi? G4, G6 | giang
2. Muc dich cua Proxy Server Hoc ¢ nha:
3. Phan loai Proxy Server Poc sach 1,
4. Co ché hoat dong cua Proxy Server chuong 3
5. M6 hinh trién khai Proxy Server
Budi 10 Chuong 7. HE thong phat hién va phong G3, Day: GV
(3 tiet) | chong xam nhap (IDS/IPS) G4, G6 I
1. Téng quan IDS/IPS ) thuyet giang
2. Thanh phan chinh ctia hé thong Hoc & 16p:
IDS/IPS Trao doi
3. Phan loai IDS/IPS. ,
4. Cac ki thuat phat hi¢én xam nhap nhitng van
5. Snort A ~
dé chua ro
hoac  chua
hiéu trong
budi hoc
Hoc & nha:
Poc sach 1,

7 chuong 3.
Buoi Chuong 8: Cac giao thirc bao mat G3, Day: GV | Al A4
11, 1,2 1. IP Security G4, G5 thuvét eidn
(6 tict) 2. Secure Socket Layer /Transport yet glang

Layer Security Hoc & l6p:
3. Pretty Good Privacy Trao 4o

4. Secure Shell

nhitng van
de chua 1o

hoac chua
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hiéu trong
budi hoc
Hoc & nha:
Poc sach 3,
chuong
16,18,19.
Buoi | Chwong 9: Tim hi¢u Botnet G3, |Day: GV |AL A4
13,14 1. Tim hiéu ve botnet, botnet G4, G5 thuvét eidn
(6 tict) topology va giao thurc , yet glang
2. Tim hiéu ve chu ki dién hinh song Hoc & lop:
cua Bot. Trao doi
3. MO hinh phat tan Botnet, phong nhitng  vén
chéng Botnet va Botmaster dé chua 15
Traceback hoic chua
hiéu trong
budi hoc
Hoc ¢ nha:
Poc sach 1,
chuong 8.
Buoi 15 On tap — du triv
(3 tiet)
b. Thuwc hanh
Bang 4.
Buoi Néi dung CPRMH ‘
hoc Thanh phan danh gia
(30 tier)
Buoi 1 | Bai thyc hanh 1:Tim hiéu va trién khai giai | G2, G3, | A3
(5 tict) | phap Endpoint Security G6
Buéi’Z Bai thuc hanh 2: Tim hi€u va trién khai giai | G2, G3, A3
(5 tict) | phap Gateway Security G6
Bu61,3 Bai thuc hanh w3: Tim hiéu va ,trién khai cong | G2, G3, | A3
(5 tiét) | cu do tim 16 hong trong hé thong may chu va | G6
mang.
Ghi chu: Hinh thirc thuc hanh d6i véi mén nay 1a hinh thic 2.
6. PANH GIA MON HQC (Course assessment)
Béang 5.
Thanh phan dinh gia CDbRMH Ty 1€ (%)
Al. Qué trinh (Kiém tra trén | G3, G4, G5, G6 20%
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16p, bai tap, 46 an, ...)

A2. Giita ky 0%
A3. Thuc hanh G3, G4 30%
A4. Cudi ky G1, G2, G3, G4, G5 50%

. QUY PINH CUA MON HOQC (Course requirements and expectations)

Quy dinh vé gio gidc, chuyén can, ky luat trong khoa hoc: sinh vién dén 16p theo quy dinh
chung cua truong.

Quy dinh lién quan dén céc sy cb co thé xay ra voi bai thi, bai tp: theo quy dinh chung cta
truong.

Quy dinh str dung phuong tién hoc tap: theo quy dinh chung ctia trudong va cua giao vién.

Sinh vién nghi qua 15% s6 budi s& cam thi.
. TAI LIEU HQC TAP, THAM KHAO

Tai liéu tham khao
1. John A.Vacca (2010). Network and system security.
2. Brian Komar, Ronald Beekelaar and Joern Wettern (2003), Firewall for Dummies, 2"
edition.
3. Willam Stallings, Cryptography and network security, 5™ edition.

. PHAN MEM HAY CONG CU HO TRQ THUC HANH
1. VMWare workstation.

Tp.HCM, ngay 05 thang 12 ndm 2016

Trwéng khoa/by mon Giang vién bién soan
(Ky va ghi 16 ho tén) (Ky va ghi 16 ho tén)
TS. Nguyén Gia Tuén Anh ThS. Nguyén Duy



